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Goals

● Promote innovative fuzzers in software vulnerability discovery

● Encourage developers and researchers to present and discuss their work

● Contribute a free and easy-to-use infrastructure for the community



Competition Platform: FuzzBench

● Evaluate fuzzers with open-source projects

● Past publications

https://google.github.io/fuzzbench/
https://google.github.io/fuzzbench/publications/


53 Benchmarks

Coverage-based Bug-based

Public 24 5

Hidden 14 10



Experiment Setting

● 20 trials per fuzzer per each benchmark

● 23 hours per trial

● Running Google Cloud virtual machines
○ Ubuntu 20.04
○ 1 vCPU and 3.75 GB memory



Scoring Formula: Coverage-based benchmarking

Median line coverage of a fuzzer (f) on a coverage-based benchmark (bc) over the 
maximum line coverage of all fuzzer trials on the same benchmark.



Scoring Formula: Bug-based benchmarking

Median number of bug-based benchmark (bb) that a fuzzer (f) finds a bug over the 
total number of benchmarks.



Participants

● AFL+++
● AFLRustRust
● AFLSmart++
● HasteFuzz
● LearnPerfFuzz
● libAFL_libFuzzer
● Pastis
● Symsan

Baselines

● AFL
● AFL++
● Honggfuzz
● libFuzzer

https://github.com/google/fuzzbench/tree/SBFT%E2%80%9923/fuzzers/aflplusplusplus
https://github.com/google/fuzzbench/tree/SBFT%E2%80%9923/fuzzers/aflrustrust
https://github.com/google/fuzzbench/tree/SBFT%E2%80%9923/fuzzers/aflsmart%20plusplus
https://github.com/google/fuzzbench/tree/SBFT%E2%80%9923/fuzzers/hastefuzz
https://github.com/google/fuzzbench/tree/SBFT%E2%80%9923/fuzzers/learnperffuzz
https://github.com/google/fuzzbench/tree/SBFT%E2%80%9923/fuzzers/libafl%20libfuzzer
https://github.com/google/fuzzbench/tree/SBFT%E2%80%9923/fuzzers/pastis
https://github.com/google/fuzzbench/tree/SBFT%E2%80%9923/fuzzers/symsan
https://github.com/google/fuzzbench/tree/SBFT%E2%80%9923/fuzzers/af
https://github.com/google/fuzzbench/tree/SBFT%E2%80%9923/fuzzers/aflplusplus
https://github.com/google/fuzzbench/tree/SBFT%E2%80%9923/fuzzers/honggfuzz
https://github.com/google/fuzzbench/tree/SBFT%E2%80%9923/fuzzers/libfuzzer


Competition results

● Coverage-based benchmarking

● Bug-based benchmarking

https://storage.googleapis.com/www.fuzzbench.com/reports/experimental/SBFT23/Final-Coverage/index.html
https://storage.googleapis.com/www.fuzzbench.com/reports/experimental/SBFT23/Final-Bug/index.html


FuzzBench Future Plans

● A broader spectrum of real-world benchmarks and vulnerabilities

● Evaluate fuzzers on the latest version of projects in OSS-Fuzz

● Your desired improvements in this survey

https://google.github.io/oss-fuzz/
https://forms.gle/xBxLz1dLt5Lt7AwDA


Conclusion

● Congratulations to the winners
● Thank all participants for delivering an exciting competition
● Thank the organisers for providing everyone the opportunity

Try FuzzBench

Contact us for FREE fuzzer evaluation service

Share your view via this survey

https://google.github.io/fuzzbench/getting-started/adding-a-new-fuzzer/
https://forms.gle/xBxLz1dLt5Lt7AwDA


The following slides are for reward announcement.



Competition results: Coverage-based benchmarking

HasteFuzz
AFL+++

AFLrustrust

Vecteezy.com 



Competition results: Bug-based benchmarking

Pastis
AFL+++

AFLSmart++

AFLrustrust

Vecteezy.com 



Requirements:

1. Integrate fuzzer to FuzzBench
2. Submit a paper describing the techniques used in the fuzzer
3. Show significant improvement over baselines on public and private 

benchmarks

FuzzBench integration reward 

https://bughunters.google.com/about/rules/5097259337383936/oss-fuzz-reward-program-rules#:~:text=FuzzBench%20integration%20reward


HasteFuzz will receive $11,337 for achieving the first place:

● Consistently performs well on all benchmarks

More details in the competition report

Rewards: Coverage-based benchmarks

https://github.com/google/fuzzbench/tree/SBFT%E2%80%9923/fuzzers/hastefuzz
https://arxiv.org/pdf/2304.10070.pdf


Rewards: Bug-based Benchmarks

Pastis and AFLRustRust will split $11,337 for sharing the first place:

● Found the bug in 8 out of 15 benchmarks
● Only missed one bug discovered by other fuzzers

More details in the competition report

https://github.com/google/fuzzbench/tree/SBFT%E2%80%9923/fuzzers/pastis
https://github.com/google/fuzzbench/tree/SBFT%E2%80%9923/fuzzers/aflrustrust
https://arxiv.org/pdf/2304.10070.pdf

